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What value do customers see
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artner, Innovation Insight: Al Networking Has the Potential to Revolutionize Network Operations, Jonathan Forest, Andrew Lerner, Tim Zimmerman, May 15, 2023
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https://www.gartner.com/doc/reprints?id=1-2EKOX80J&ct=230728&st=sb
https://www.eastnets.com/thought-leadership-articles/reducing-false-positives-using-contextual-ai#:~:text=The%20emergence%20of%20Artificial%20Intelligence,comes%20to%20matching%20entities%20together.
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Move on from solving
Network sucks problem
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Interesting data points
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H P E networking
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Al for networking starts with DJAYJAN
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Introducin
Agentic Al

Powered by Multi-Agent Al




Evolution of Al

Static aIer’rs

2015

Network insights

2018

Client insights

2019

Al search bar

sformer era

2020

Copilot

Foundation
mode]

Gen Al

2024

Copilot++t

Multi-Agent
Mesh
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What changed with agentic Al

Autonomous
Orchestrator

Topology Change

Config Change

Insight
Alert

Copilot Orchestrator
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Transform Al-powered Network Operations with New Agentic
Mesh Technology

Agentic Al: 4-step framework to problem solving
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HPE
Knowledge-base at your
fingertips

Ask about how to do a task, best practices and product
support documentation



Demo #1

Documentation Query

« Show me how to map a VLAN between AP and
the Gateway

« Summarize new features in AOS-10 release
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HP QrubQ  central (Fubicrreien New Central
networking (

Network Overview

Access your network organization, configuration and operations from a single pane of glass.

Sites Alerts Insights
Sites by health. Actlve alerfs aggregated info categories. Recommendations for optimizing perfi

Remote-Edge-To-Cloud Categorles Alerts Insight

4 devices are offline. Client 0 Access Point Firmware Recommendation
Singapore CIC Device 8 B Wireless Switch Firmware Recommendation

High 2.4 GHz channel utilizatlon impacted 1 " Wired

denien; LAN Insights Enable WPA3 for Better Security

B Security
Santa Clara Outlet WLAN 0 Enable 6 GHz Radio with Optimal Bandwidt...

3 devices are offiine. Administration Wireless Client Onboarding Experience

TechPlayGround-Singapore 3 more Insights
DNS Server Falled to Resolve Domain on 1 wired
client.

MicroBranch-Edge-To-Cloud Device Health
There are no devices In this site.

Device Inventory Licenses
Device type and Its health. Device distribution and actlvities. License consumption across managed devices.

AccessPoints @ 3 547

Device Type Health Licenses
(© updated every 2-5 min (08/31/2025, 9:24 PM) f Foundation i

Switches ¢3 g 79 B Access Points ﬁgnced
Gateways ®2 { o | Switches
’ B Gateways Other

B Assigned Avallable

Require Site Assignment Added In the Last 7 Days
50 0o
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Converse
network




Demo #2

Know your Network
 What you done and status
Health Query

« Summarize any switch health
alerts

« Conversational Follow-ups

18



HPE Qrubdo  central New Central
networking

Networking Copilot

Conversations Hi, Divya

" . What's New in a Release
Roaming authentication fallures on BLR... Agentic-Mesh Actions

Summarize new features In

List gateways and paths at Roseville site Client authentication fallures during roaming affecting 46

mobile devices
How to Configure Your Network
Authentication Fallures During Roaming

Show me how to

Clients experiencing high latency due to restrictive
bandwidth contracts

Resolving authentication fallures during...

Summarize Network-Related Queries

Rosevllle Site Gateway Cluster Connectivity
Which gateways are causing gateway joined cluster alert and

Resolve roaming Issues for specific devices

Rosevllle Site Gateway Cluster Connectivity Trending Issues Reported to TAC

Are there any known roaming Issues reported with

Rosevllle Site Cluster Gateway Detalls
Roaming Authentication Fallures Resolution A
Deep Data Questions

Roseville Site Gateway Connectivity

Enter a prompt here I




HP arubo  central |
networking

Networking Copilot

Conversations € Hi, Budhaditya

New Features In AOS-10.7.2.0 Firmware

Aruba Network VLAN Conflguration Gulde

No pending actions

AOS-10.7.2.0 new features

New features AOS-10 release 10.7.2.0

WIFI Network Health Assessment

New Features AOS-10 Release 10.7.2.0

New Features In AOS-10.7.2.0

New Features In AOS-10.7.2.0

Mapping VLANS In Aruba Network

Agentic-Mesh Actions

Enter a prompt here

New Central

s New in a Release

Summarize new features In firmware AOS-1

How to Configure Your Network

Show me how to map a VLAN between AP and the

Summarize Network-Related Queries

Which gateways are causing gateway jolned cluster alert
and can you provide the connectivity path for I[t?

Trending Issues Reported to TAC

Are there any known roaming Issues reported with

Spectralink devices

Deep Data Questions

Can you publish a list of
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Agentic Al reasons, root-
causes, and remediates



Demo #3

Support Query

» Are there known roaming issues with Spectralin

« Application issue
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HPE .5 comat

Networking Copilot

Conversations

Spectralink device roaming Issues In...
Summarize switch health alerts

New Features In AOS-10.7.2.0 Firmware
Aruba Network VLAN Conflguration Guide
AO0S-10.7.2.0 new features

New features AOS-10 release 10.7.2.0
WIFI Network Health Assessment

New Features AOS-10 Release 10.7.2.0

New Features In AOS-10.7.2.0

New Central

Issue Summary

Based on the provided Information, there are known roaming Issues reported with Spectralink devices In Aruba network environments. The
primary concerns Involve fast roaming capabliities, 802.11r (Fast BSS Transition) functionality, and Intermittent disconnections during
roaming events. Specific Issues Include:

1. Fast roaming capabllity Information missing for clients on certaln AP models (735 and 734) when 802.11r Is enabled.

2. Speciralink 8440 phones experiencing assoclation difficulties with AP-515 models, resulting In frequent disassociations.
3. Choppy voice quality and brief periods of unusabillity during roaming events for Spectralink 9540 phones.

4. Falled fast roaming attempts due to missing PMKR1 (Pairwise Master Key R1) on farget APs.

These Issues appear to affect varlous Aruba hardware and software versions, Including AOS 8.x and AOS 10.x environmenfts. The problems seem
to be Intermittent and can Impact volce quality and overall device usabllity during roaming events.

Conclusion

To troubleshoot and potentlally resolve these Speciralink roaming Issues, focus on gathering detalled information about the roaming process and
cllent behavior. Start by examining the AP and client association status using show ap association and show clients debug. For AOS 10.x
environments, also utllize show ap debug client-table to view detailed client Information. To investigate authentication and key management
Issues, use show auth-tracebuf 10 review authentication traces. For AOS 8.x systems, show datapath session verbose can provide insights into
cllent session detalls. Additionally, verify RADIUS server connectivity with show aaa authentication-server radius If 802.1x authentication Is In
use. These commands will help Identify potentlal causes of the roaming problems and gulde further troubleshooting efforts.

Is this helpfu? Y CB

Enfer a prompf here



HPE QrubQ central (i New Central ‘ \

networking o

Networking Copilot

-4

Conversations Is there any application latency Issues

Current Conversation

Thinking e -
Spectralink device roaming Issues In...
Step 1: Using SearchAgent to answer user query
Step 2: I'll check for application latency Issues across the network.
Summarize swiich health alerts Step 3: No applications with latency Issues were found. Let me check If there are any active alerts related o application performance.
Step 4: Let me check If there are any applications being used on the network that | can analyze for latency Issues.
Step 5: | see there are applications In use, but no reported latency Issues. Let me check one of the top applications to see If there's any
latency data avallable.
Step 6: Let me try another application:
Step 7: Let me check If there are any site-wide performance Issues that might be affecting applications:
Step 8: Let me check another site to see If there are any application latency Issues there:
Step 9: Let me check one more slte:
Step 10: Let me check If there are any clients experiencing poor application performance:

New Features In AOS-10.7.2.0 FiIrmware

Aruba Network VLAN Configuration Guide

AOS-10.7.2.0 new features

New features AOS-10 release 10.7.2.0

WIFI Network Health Assessment

Enfer a prompf here
New Features AOS-10 Release 10.7.2.0




HP arubo  central
networking

Networking Copilot

Conversations 59 Hi, Budhaditya

Summarize switch health alerts

New Features In AOS-10.7.2.0 Firmware

No pending actions

Aruba Network VLAN Conflguration Gulde

AOS-10.7.2.0 new features

New features AOS-10 release 10.7.2.0

WIFI Network Health Assessment

New Features AOS-10 Release 10.7.2.0

New Features In AOS-10.7.2.0

New Features In AOS-10.7.2.0

Agentic-Mesh Actions

Enter a prompt here

New Central

W Néw in a Release

Summarize new features In firmware AOS-10 release

How to Configure Your Network

Show me how fo map a VL/

Summarize Network-Related Queries

Which gateways are causing gateway Jolned cluster alert

and can you provide the connectivity path for It?

Trending Issues Reported to TAC

Are there any known roaming Issues reported with

Spectralink devices

Deep Data Questions

Can you publish a list of clients




Our approach to Security-first, Al-powered networking
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Crowd-sourced
classification
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Behavior analysis

TRAM

Network anomaly
detection
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Policy recommendations
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Central NAC

Manage network access control configuration

CentralNAC >  Configuration >  Authorization Poli

A% the policies relating 1o the corporate usess

uncomphant employees
employees who do not have compliant

UAMANIged employees
omployees who afe not managed with

Cameras
control our JoT cameras with a

genanic loT

where to put our loTs until we figure.
Qenenc registered deyices

generic MAS
putting all the MAB devices on intrane.

Deay All

Deny All

Default deny for unauthorized requests

Select the results 10 be applied o chents matc

S ap=

Name

cameras
Desonption

control our [oT cameras with a restricted Role

Conditions

Select the matching crterid for Hhus rule.

Authentication Type v is equal to
Ad v

Authentication Source v s equal to
And v

Client Tags v contains any

Add Condition (3) Add Group [J)

Actions

Allow Access

Deny Access

hing the conditons cr

v MAC Address Store

v Abnormal Data Upload

Tena At least 1 action 15 required

v
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FENAEIBIE

Al-Powered Network Optimization (a?

In depth analysis for Miami (MIA) - Branch.

N — =

WERIEEE - TESTPhEE

I o N I RF resili b i Topology | ts Su

mprovements Summa
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=ﬂﬂ ZH ﬂg E x E iﬁ %B 1$ APs between switches in the stack Make a0cess point 10 swdich fopdlogy resieent Dy Swaping access podnts 3Cross switches. These swaps are across switches wathin 1he same sfack
nﬁ m n = 7 S 77 24 A3 Improve resificnce of existing topology by up to Improvement in Topology

}t EI 1: H LY ﬁg 33.0% by swapping 2 access points across 2. s

T HX 17N R o

Switch Firmware Recommendation

=] ® ® B BO-MA-EGSWOL
- B (] New firmware recommendation available for 3
E )] I
switch(es) in the site. These upgrades provide.

FEBICEFREETRE

Wi-Fi security will impeove for up 10 69% of
chents for MIA-PSK by enabling WPAS

B Current Resi T Projecied Reshence

Actions

SWaD 3C0LS POINT CONNECHCHS alross switch ports. Switches and port details are peovided below

80-MIA-EGSWO1 v

A\ =
z t n E I 9 Seap Sedatrce Access Powit Swaps across Switihes ingrovement
n Power Save Recommendation for

1 Swap access point BO-MIA-APOL on port 1/1/1 and access polat BO-MIA-APOL on port 2/1/2 3%

IRF BREREE it —

site that can provide up to 19% energy savings
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